Abstract. The hybrid MANET-DTN is a mobile network that enables transport of the data between groups of the disconnected mobile nodes. The network provides benefits of the Mobile Ad-Hoc Networks (MANET) and Delay Tolerant Network (DTN). The main problem of the MANET occurs if the communication path is broken or disconnected for some short time period. On the other side, DTN allows sending data in the disconnected environment with respect to higher tolerance to delay. Hybrid MANET-DTN provides optimal solution for emergency situation in order to transport information. Moreover, the security is the critical factor because the data are transported by mobile devices. In this paper, we investigate the issue of secure candidate node selection for transportation of the data in a disconnected environment for hybrid MANET-DTN. To achieve the secure selection of the reliable mobile nodes, the trust algorithm is introduced. The algorithm enables select reliable nodes based on collecting routing information. This algorithm is implemented to the simulator OPNET modeler.
Introduction
Mobile ad-hoc network (MANET) is characterized by multi hop communication between mobile nodes by wireless links [1] . There are also no infrastructures and routing paths established by routing algorithms (Fig. 1) . The traditional routing algorithms and protocols are based on routing schemes, which can find a path for a given node pair according to various metrics. Data packets are then transmitted from one intermediate relay node to the next specified relay based on physical condition of wireless channels [2] , [4] , [5] .
The routing algorithm relies on the assumption that the network graph is fully connected and fails to route messages if there is not a complete route from source to destination at the time of sending [3] .
The Delay/Disruption Tolerant Networks (DTN) or Opportunistic networks (OppNet) have been developed for intermittent communication between mobile terminals. The main feature of these networks is high propagation delays when transferring data between different terminals. DTN or OppNet can be deployed in environment, where high bit error rates and the long-term disconnections are experienced. These are proposed and designed to operate in hostile environments. The one is characterized by very long delay paths and frequent network partitions [6] .
Security is an important issue in MANET, DTN and OppNet. In MANET, the security mechanisms are based on the assumption that there is/are a connection between source and target nodes (end-to-end connections) [2] . In OppNet, we require the security solutions, which provide security for all nodes, all services and application that participate in routing and transmitting process. There is a sporadic connectivity of nodes and we need to provide secure delivery of the messages from source node to the destination node.
In order to provide the effective communication between nodes, there is necessary to consider different aspects (disconnections, mobility, partitions, and norms instead of the exceptions). The mobility in opponent is used to provide efficient communication between unconnected groups of nodes. The mobile nodes forward data and also store data in the cache for a long time. This model is called store-carry-forward [2] .
The selection of forwarding candidate node is the first key issue. There are a few works which deal with the selection of the candidate nodes. The firs access is based on the number of transitions (Expected Transmission Count (ETX), Expected Any-path Transmission (EAX)) which accounts for the specific characteristics of the opportunistic paradigm [6] . Other algorithms are based on link state algorithm for the unconstrained selection based on the Dijkstra algorithm [7] . Most methods are based on generalizing the BellmanFord algorithm and they prove its optimality [8] , [9] .
In this article the trust based candidate node selection algorithm is introduced. This mechanism enables the selection of the secure mobile node used for transportation of the data across the disconnected environment. Selected candidate nodes provide the secure mobile node selected to transport of the data. If the mobile node finds connection the DTN forwarding mechanism is activated.
Trust Mechanisms for Hybrid MANET-DTN
The term of trust is defined in different disciplines. Trust enables to combine many different aspects and then can be reflected by reliability, utilization, availability, reputation, risk, confidence, quality of services and other concepts. Trust enables to calculate a subjective assessment by a mobile node based on reliability and accuracy of information received from or traversing through that node in a given context.
In hybrid MANET-DTN, the key aspect is how these trust concepts can be applied in modeling trust [10] , [11] . Trust calculation can be divided into the following groups ( Fig. 2 ):
• Direct trust calculation -mobile nodes have implemented mechanisms for computing its own value of the trust on its neighbours.
• Indirect trust calculation -the trust is computed based on the recommendation of the neighbour mobile nodes.
• Hybrid trust calculation -combination of the direct and indirect method. 
Proposed Trust Algorithm for Hybrid MANET-DTN
The proposed algorithm is based on the direct model for the trust computation. This model is based on the assumption that each node in the network receives information about other nodes. Information is stored on each node and later used in the calculation of the resulting values of trust. The algorithm is designed on third layer so that all obtains from the node information throughout the entire operation of the network layer.
The data and routing streams are monitored. Figure 3 shows the flow diagram of the proposed algorithm for calculation of trust. The algorithm can be divided into two main phases:
• Phase of obtaining and storing information.
• Phase of trust computing.
These phases are carried out whenever the packet is received on the node. It is for this reason that the final value of trust is always up to date and it makes changes dynamically, as well as changing the network topology, which is related to the mobility of nodes. The final value of the trust reflects the current state of the parameters obtained from the network. 
Phase of Obtaining and Storing Information
The algorithm for the trust calculation is triggered whenever a change occurs in the obtained parameters. The routing packet coming from the lower layer (physical and data link layer) is encapsulated and the network layer is an IP packet containing different information.
The one such important information is collected from the routing packets (DSR reactive routing protocol).
This information tells what kind of packet goes. In the proposed algorithm are incoming packets used as parameters which enter into the final calculation of trust and the following parameters are used for calculation: total number of route request packets received in node, total number of route reply packets received in node, total number of route error packets received in node, total number of route acknowledgement packets received in node, total number of data packets received in node, number of route requests received from each node, number of route replies received from each node, number of route errors received from each node, number of route reply received from each node, number of data packets received from each node. This information from the phase of obtaining and saving of parameters are stored in the data structure in memory on each node separately. Each node contains information about nodes with whom he came in contact, and when they exchange routing information or data traffic between each other. Each node in the network is separate and calculates a resulting value of confidentiality to the other node. Information is stored in a format which has the form of a table. This structure is dynamic and its size can vary based on the number of nodes with which node communicates. Figure 4 illustrates the phase of obtaining and saving parameters. In the picture we can see three communicating nodes A, B, C. In this scenario, node A sends a packet type Route Request to node C and node B sends a Route error packet to the node C (Fig. 4) . From node C point of view, this node updates the parameter table and store new values into the structure. That structure is dynamic in size because it is not known in advance how many nodes in the network can be located and how many nodes can communicate with this node.
Phase of Computing Trust Parameter
After retrieving and updating the parameters in table of parameters for each node, it is necessary to calculate and update the value of trust. At this stage, the value of trust is calculated from the obtained parameters.
Computing of trust is based on the direct model for the calculation of trust. This means that the resulting value was not sent further to other nodes as a recommendation. Serves locally on that node and helps him in deciding. In our case, the calculated value will serve by the decision on sending in a situation where there is a disconnection in the network and the node will not have a backup path to the destination node (Fig. 5) .
The actual calculation of confidentiality can be divided into two parts:
• Trust calculation from routing information.
• Trust calculation from data packets.
From these two sub-calculations we get the final value of trust, which is registered in the node data structure. Analyze individual fragment values are given in equations:
where 
where T is the resulting value of confidentiality and T s and T d values is partial confidentiality mentioned above.
Simulations and Results
OPNET modeler simulator a professional tool was used for testing of the proposed mechanisms. OPNET provides a lot of useful tools for analyzing of the mobile networks and enables to simulate mobile ad-hoc networks with different routing protocol [12] . The Dynamic Source Routing protocol represents a reference value for analyzing of behaviour of the MANET [1] . In order to check the functionality of the DTN network, we have implemented a PRoPHET forwarding mechanism to the simulator OPNET modeler [12] . The following simulation scenarios were used to analyse the performance of the proposed mechanisms:
• MANET model -MANET network used standard DSR protocol without the possibility to find communication paths between mobile nodes.
• MANET model with TRUST -MANET network used the DSR protocol with the possibility to find candidate node based on trust.
• DTN model -network implements the PRoPHET protocol and mechanism enable to find a communication path if the links are disconnected during the transportation of the packets. The PRoPHET forwarding mechanism is implemented.
The simulation parameters for the OPNET modeler are summarized in the Tab. 1. During simulations, the average delay, average number of hops parameters, average routing traffic sent, average routing traffic received and an average number of salvaged packets, are used to check the functionalities of the proposed solution.
The average delay provides the average amount of the time that is necessary for useful transmission of the packet between source and destination nodes. The average numbers of routing traffic send and received inform how many data the routing protocol needs to send to the network until the communication paths will be found. The average numbers of the salvaged packets give us information how many packets were salvaged by routing protocol while routing or forwarding. Average number of hops represents number of transmissions necessary to find end-to-end connection between source and destination mobile node. During the analysis, the average values of the parameters were analyzed.
Comparison of the MANET and DTN
This experiment is focused on the situation when all communication paths are disconnected for a short time interval. The two routing protocols for MANET and DTN namely DSR and PRoPHET were analyzed. The disconnection of the communication paths was simulated with short transmission ranges and random mobility model. This mobility model enables to move mobile node across the simulation area randomly with randomly selected speed. Disconnections represent a short time interval when DSR routing protocol for MANET cannot find a communication path with other mobile nodes. Parameters average delay and average number of hops were analyzed. Collected results show why integration between MANET and DTN routing mechanisms are necessary. The second analyzed parameter is the average number of hops. The DSR protocol provides the routing mechanism if the communication paths are disconnected which is resulting in a significant number of the hops for networks with the highest number of the mobile nodes (Fig. 7) . The PRoPHET protocol enables to find destination node with lower number of the hops based on the idea of the forwarding mechanism. If the communication paths are disconnected for a short time the PRoPHET shows the better performance than DSR routing protocol for MANET (Fig. 6, Fig. 7 ).
Analysis of the Routing Parameters in Disconnected Environment
This simulation is focused on the situation when the communication paths will be disconnected during transmission of the data. In this case the routing paths will be broken and trust algorithm will be activated in order to find the best candidate node with regards to trust.
During simulation, the average amount of routing traffic sent, average amount of routing traffic received, an average number of dropped packets are analyzed. Parameters give us information how the new algorithm will affect the routing of the data with regard to different speed of the mobile nodes. nerally the highest average routing traffic sent and received as compared to DSR routing protocol without the trust mechanism. The reason for this behaviour is the existence of trust mechanism on the mobile nodes and for this reason the routing data are resend if the mobile node is untrusted.
The average number of salvaged packets is another very important criterion. The one shows how many packets are salvaged during the sending of the routing packets in disconnected environments. These packets could be resend to the destination nodes. In Fig. 8 , we compare the number of salvaged packets for MANET and MANET with implementing trust mechanisms versus speed of mobile nodes. Result shows, that trust algorithm to selection of candidate node enables salvage a lot of packets in comparison with DSR protocol.
Conclusion
In this article, we proposed the trust algorithm for selection of the best candidate node in the hybrid MANET-DTN. The trust algorithm allows select secure mobile node for transportation of the data in a disconnected environment. The one also works in a decentralized manner. Hybrid MANET-DTN networks provides the new way how the different application could be provided for end users. The main idea of hybrid MANET-DTN networks enables use the network not only for personal usage but for emerging applications and services.
This article also gives us the basic performance analysis of the hybrid MANET-DTN networks. The models for MANET and DTN networks are implemented in OPNET modeler. Based on collecting results we can conclude trust algorithm for selection of the candidate node provides useful tool for selection of the optimal trusted path in the case of disconnected environment and also this algorithm allows enhance the performance of the hybrid MANET-DTN network from the routing point of view.
In the future we will focus on the design of the method of the candidate node selection based on game theory with regard to trust algorithm. The main idea of this algorithm is to combine routing properties of the MANET and DTN in order to increase the performance of the hybrid MANET-DTN network and also provides the secure transportation of the data across the disconnected environment. 
